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INTRODUCTION

More and more, specially in larger enterprisedistributed captureis becorring an important part of document managemeniind,
as multifunctional devices of all brandsxpandtheir capabilitiesbeyond copying and printinglistributed capture imow attainable
for more businesses.

b { MA@adStoreintegratesthoseturbo-chargedmultifunction devices ito abusiness procedhat allows for distributed capture.
Using the AutoStore framework, documents can be captured from devices, scanners, desktops angmenessed centrallyand
then routed into many diférent EDM solutions.
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Installation, Packaqing & Hardware Requirements

AutoStore Packaging
The server installation carries #ile needed modules for deploying the system, like the AutoStore service module for capture,
process and routegndthe proces designer and status monitor.

All processes in AutoStore consist of the following layout:

A Capture Obtairs documents files andcontrol devices
A ProcessRecognition, image managemertpnversion
A Route Soresthe documents into thelesiredrepository

The configuration idonecompletely in a graphical workflow designer, whatminatesthe needfor scripting andcreates new
processes quickly.

The Status Monitor allows the administrator to view the current state of the processes amitiméng AuoStore server In the case
of an error, notifications can be seto the end user or an administratasing SMTP emails.

Supported Operating Systems
The AutoStore server is a multithreaded Windows server systeming on thewindows platform Currently AutoStore suppogt

Windows 2000 Professional / Server SP4
Windows XP SP2 3t
Windows 2003 Server SP1-Bi?

Until AutoStore 5.0 is released the following operating systems are not swggport

Windows XP 6bit

Windows Vista 3bit & 64-bit
Windows 2003 Server 6Mit
Windows 2008 Server 38t & 64-bit

Hardware Requirements

The hardware requirements of AutoStore are mainly based upon the taakare performed on the systenif. AutoStoreis just
used to capture documents from one folder storethem into another, then the hardwareould be simple desktop P&ince tlose
tasks do not consume much CPU or memory. If a large number of docuarei®cessed with image management (e.g.
deskewved, despeckling, back ground dropping) OCR and convédos into PDF, then a multifunction device with multiple
capabilitieds better suited.

The kestway to find the right hardware is to run benchmarks with the documamigto make arestimat from themprior to a
deployment since the quality of imagessha massive impact on the processing speed per page. A document in goodwjtialjtyst
text might take 1 second for processing, while a document in poor quality (e.g. recycled paper with textures, andistglomplex
structure such as tables etc.rcéake up to 20 to 30 seconds per pa@Ehose values are derived from a fast system and could be
longer on slower hardwarg.

CPU

AutoStore is a CPU intense application! Services such asmxg@emanagement and uploato certain document management
applications cau® heavyburdenson the CPU(s) of a system running AutoStore. Therefore a fast CPU is very important for fast
documentprocessing. Beside the pure speed of the GPldrger % level cache also Isan impacton the performance, egzially
when running OCR jobAutoStore is a multithreaded systesnit does support multiple CPUs (physical or cores) on one machine,
but the processes in AutoStore have to be designed to take advantage of those available CPU

Memory

RAM is used by AutoStore wdiprocessing documentén idle AutoStore server, which is not processing any documents, will not
consume much memory and will not cause load. This does change immediately when documents are sent into processes using OCR
or image management, as those dooamts will be decompressed within the memory and can become quite big.
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Documentsof 500+ and obad quality can consume ov&iGB for one job in memory. If there are other parallel processes also
providing OCR or image management services, Auto8tibrese about1 GB per proces$.there is not enough memory available,
the operating system will start swappiegusingorocessing speetb go down.

Besidesusingmemory while processing documents, AutoStore aisesRAMwhen communicatingvith MFPs or oter connected
devices. While a single object e.g. a mgnunot that big, large configurations or a large number of connected devices can consume a
significant amount of space.

Hard Disks

AutoStore server systems do not store data for a long time. Theref server only neexthe space to handle the documerttsat
arecaptured and beingrocessed. After tht, the documents are released tm&DM systemand space is freedhe use of a RAID
system igzecommendedand RAID3Ishould be sufficient for theystem

HardwareRecommendations

Small Medium Large

Single Desktop CPU XEON or Opteron CPU XEON or Opteron CPU
2 Ghz. or more 2 MB or more #'level cache | 2 MB or more ¥ level cache
1 or 2 CPUs/ cores Multiple CPU or Cores
RAM 1GB 204 GB 4GB or more
HDD | 5GB 10 GB 50 GB
Network \ 100 Mbit 100 Mbit/ 1 G 1 Gbit
Use Small Branch Office Small to medium branch offic§ Single Enterprise Server
MFP Hub server Processing slave

Virtualization

Fromthe beginning AutoStore supposrd virtualization deployments. This means that the AutoStore host was not running directly
on physical hardware, but on a host runnmgirtual machine.g. onVMwareor Microsoft Virtual ServeiThe VM rurs AutoStore

like a normally installed operating systeandthe TCP/IP communication can happen without any interruption.

While there are no limitations from an operating system perspective, the administrator has to make sure that the AutaStare se
does not overload the hoghat isrunning the virtual machine AutoStore uses quite a lot CPU time and memory when it comes to
image enhancements or OCR jobs. Therefore a heasdlgAutoStore server might havenimpact on other VMs running on the
same host.
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INSIDEAUTCSTORE

This chapter wilprovideinsightinto the methods AutoStore uses to communicate internally (inter process communication) and
externally (Client Server and ServerServer) This ishe key part to understanithg how to distribute loads over multiple CPUs and
server systemsndalsohow to build a stable environment for high loads.

Processes in AutoStore

By default AutoStore processes all documents using a(FEfs@n Hrst Out) scheme first in first out. This means, that documents
are received all the time (e.g. from MFDs), butqassed one after the other just as they arrive. This schema is also true when it
comes tothe processing itself, as all processes are running in a clear linear mode.

The screenshot below shows a standard process:

L,

AutoCapture Professional Barcode EBBYY FineReader OCR vI.0 Folder Store

Documents are captured usirthe Auto@pture component, ten a barcode is read, the documersteeh / WQSR | yR FAy Il f £ &
into a folder.

While from a process design perspective, this is very easy to be setup, thesenaeshortcomings when doing larger deployments:

One large document cacause delays for all following procesg® process acts like a tube)

After a server restart, documents might not be processed to a wrong process ID coming fromtaeadatp devices
A single process will not be able to take advantage of multiple 6Patker load distribution methods

Recovery of documents within a certain stage is not possibléailed document will need to run through the entire
process

> > >

Therefore in enterprise deployments a process like the one above shoulgsbdin stages. Titough this staging, you can separate
each part of theprocessand as a result errelnandling and load distribution becomes very simple.

Staging a processsing Knowledge Packages

The above processmnbe splitso thateach processing stagecomesa sirgle process. All these single processes can run on one
server in one configuration (CHik), butthey canalsobe distributed to other serverg like, one for OCR, one for Barcode
recognition etc.

The capture process

W

AutoCapture Knowiedge Package Bullder Folder Sicre

The barcode recognition process

Knowledge Package Loader  Professional Baoods  Enowledge Package Dulider  Foldes Stose

The OCR process

j = = . :J > q@

Enowiedge Package Loader ANDYY Nnelieader OCEvT.0 Knowledge Package Bulder Poldes Siore
The route process

~— T

Knowledge Package loader  Folder Store

<o>]

The communication between these stajeppens through the AutoStore knowledge packages (KP). A knowledge package is
nothingmorethan an XML file containing the indexing information and the image or a refererite to
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The componentshat areused to generate thosflesare:

A Knowledge Package Buildefreatesknowledge packages
A Knowledge Package Loademportsknowledge package and medinformation available for componentsat follow

The advantagéo usirg those componentss that within those KPs not onbanindexing information be transported, but also parts
of the configuratiorg like the name of a database, document types, settings for processing composecitisas OCR etc.

Images or other documesthat got captured into an AutoStore process can be handled using the following methods.
A Embedding them into the Knowledge PackagEhe image is part of the XML file and therefore only one file needs to be
processed. This is very handy when sending filea WAN (wide area network), hitialsohas one big downside, which is
that the encoding of the image into the XML file will take time and it mighteessiesf the image is larger than 50 MB.

A Referencing to the imageln this scenario the Knowledd?ackage Builder will generate the KP, which contains references
to the captured documents/images. The advantagehisis faster processindput as a downsidenore than one file which

needs to be routed over the netwolkvhich is usually only a probleim WAN infrastructures where SMB cannot be uged
not local server to server communication)

Basedon the above the following advantageare:

A Documents can be easily recovered after a failure, as every process has its own error handling

A If e.g. the barcde or OCR process are created more than once, they can use more than ogeh@Rifore a large
document might stall one OCR procdsst all other documents can bypass on one of the other processes

A This bypassing method is also useful for massive promgsss certain processes can run on certain sergersOCR can

be done on a very powerful or dedicated machine, while capture and route happens on a slower machine

Local file operations on an AutoStore server

When documents are processed on an Autm8tserverfiles are handled within the file system ofetimachine. Usually AutoStore
will use the following foldes:

Work folders of the capture component
These folders are configured within each capture component of AutoStore:

Root work folder of theomponent, e.g. £AC (if AutoCapture is used)

Work folder, this folder holds the files while they are processed

Temp folder, this folder holds the files while they are received from the client

Reject folder, this folder holds files if a process failed.(#e document could not be uploaded to the repository)
Success folder, this folder holds files after they got successfully processed for further use

> > > >

Each of these folders can be changed to point to different places, even on remotthaiteseused wlen running a Windows
cluster. If these work folderemain on an external system, they have to be referenced using an UNC\psehvekshardfolden
and the AutoStore server has to run using an account having access to these folders.

Temp folders of tle system

While the work folders of the capture (blocking component) are used while handling the files within AutoStore, the tengpdblde

the operating system aralsoused for image management, OCR or other recognition tasks. Those folders can bedlbgigatting

GKSY gAGKAY GKS 2AyR2ga aeéadsSy aStaAiay3aa 2Nl dzaiy3d GKS a! {geSy
processing to certain folders.
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COMMUNICATION OF THEITABIORE SERVERSTEM

Since AutoStorevasdesigned to dalecentralized capture, the server system uses the TCP/IP protocol to communicate with clients
and to receive filesTherefore AutoStore is very flexible when it comes to ogacah all areas a stable TCP/IP network will
guarantee stable operation dfie AutoStore server.

Client / Server communication

AutoStore always @sclient/server methods when working with devices such as MFPs or other clients like AutoCapture. In these
scenarios the AutoStore server provides the configuration to the clidhtsclients therdisplay the menus for indexing and send
back the image and indexing information to the server system for further processing.

This web servicedriven communication allowtr central managemenp  flefitle®ecausehe real intelligencés & G &aA GG Ay 3£
server.

NS Autostore
Qient

High level overview on the communcation methods

MFD Qevi ce
Request for data ——p
Response with data i
Backend System

—Authentication Request

Authentication Response

Menu Request Username / Email Address
Menu Response S

P S~
Autostore Active Diréctory
——Image + DATA transport *

UsingTCP/IP requirecommunication on a number of port§vhile most of the AutoStore capture components are known and can
be changedthey mayalsoneed to open ports for routing documents integositoriesg like an EDM system. Those ports must be
requested with the vendor of those applications.

Ports in AutoStore can be changed in the preference tab of the component bualse need to be updated in the client component
to match the server pud.

It isalsopossible to usdandwidth managemenin the network by e.qg. throttling # used port of AutoStore so that thutoStore
system does not overload the networkhs can also happen via dynamic methods based on QOS (Quality of Services).

Encyption can be activatd in componentghat support it(this then completes communication between the server and the client
that wasencrypted) Or, the communication on tat port can be also be placed into an external VPN tunnel provided E?)parxy
application. Of ourse,the additional traffic needs to be considered when activating encryption, as it might slow down
communication.

Communication with &' party systems

You can linkMFDs or other capture componerifsrough AutoStore into 3 party systens such as databasesed for ERP, CRM, etc.
Those lookup features are provided by the AutoStore server whitggltiéggered by the device itself. The advantage is that the
device ussonlytheir normal communication with AutoStore and all queries arebyithe server. Therefore the communication can
be run much faster and also more sedyreaince all accessese performed locally from the AutoStore to théd$)arty application.
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Server / Server communication

In addition tothe client / server commuigation it is also possible to have servers communicating with each other. This is used in the
following scenarios:

A Branch office to Head Office communicatiofio make sure the network does not get overloadesguments are scanned
in a branch officeanda local server provideSend to Folder functionalityto sendcertain documents overnight.

Y

Push / Pull
communication

il
-

_— 2 b
Local AutoStore Server
HQ AutoStore Server EDM System

\

Y

() /,’I/ (0,

In these scenariQ$TP isisuallyused to route documents over the network, as FTP provides a stable and secure way to
send documentsAlso, thecapture and route component for FTP in AutoStore adldargranular configuration of
parameters to make sure the network does not get overloaded.

A Cluster server communicatiorhis is used mainly in load balancing scenarios, where docurasntsocessed on
multiple servers.

Processing Server Processing Server

\/

Central Filesystem SAN/NAS
Holding Knowledge Packages EDM System

Processing Server Processing Server

When using Server / Server communication in a local network, the data widld@s Knowledge Packages on a central
repository such as a NAS / SAN. All sexthat use this information Wi access this central place via SMB

Server / Server communication will be discussed in detail in the load balancing chapter.
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Ports being used by AutoStore

Component " Port(s) | Comment Changeable
AutoStore Status 1505 TCP | AutoStore createsme port for each running AutoStore service NO
Monitor (SMART cket)
AutoCapture 8085 TCP YES
Canon 8787 TCP YES
HP Digital Sender 9100¢ xxx Depending on the HP Digital Sender Service/Link NO
EFI SendMe 8686 TCP YES
Fujitsu 3255 TCP YES
HP MFP/Digital Sender | 3233 TCP YES
IKON DocSend 8686 TCP YES
Kodak ScanStation 8787 TP YES
Kyocera MFD 37169TCP YES
HP 9055/9065 MFP 3434 TCP YES
HP 4100/9000 MFP 3232 TCP | 25 TCP is also needed for receiving files Patly
POP3 Email 110 TCP NO
QuickCapture 8088 TCP YES
Touch/Desktop
Ricoh GlobalScan 3636TCP YES
Ricoh GlobalScan 2.x | 3236TCP YES
Ricoh SDKJ1 8085 TCP YES
Ricoh SDKJ2 8084 TCP YES
Sharp XXX 21 TCP for data transfer NO
Sharp OSA 80 TCP is needed for displaying menus, 21 TCP (FTP), 139&445 T YES
(SMB) are needed for retrieving files
SMTP Capture 25TCP YES
Xerox CentreConnect | 3241TCP | 80 TCPsineeded for displaying menus, 21 TCP (FTP), 139&445 TCH YES
(EIP) (SMB) are needed for retrieving files
Xerox WorkCentre XXX 21 TCP (FTP), 139&445 TCP (SMB) are needed for retrievigd iles | YES
UDP for SMNP configuration

SECURITY CONSIDERNB®VHEN USGAUTASTORE

Security plays an important rolesjgeciallywhen working in decentralized environmen#sutoStore provides variousethods to
ensure secure processing of documents and tracking of jobs within the system.

Device based security using Autabe

Depending on where the MFDs are being used, secuiigjtbe an important consideratiorAutoStorelets youenable

authentication on most MFDand authenticate users against Active Directory, NTLM, Novell or other systems using scripts. Those
authertication methods are mainly username / password basedl while being not asasily used ismart card systems, they are
delivered for free with every component.

Once a user is authentitsd, he can use the devicand the AutoStore server can ug®secredentials for further processinguch
asstoring whascannedwhich-documentwhen, or retrievingthings like a user home directofsom the LDAP directory.

When using this method all queries are run by the AutoStore server, which means that securiy lmaicompromised as eifgas
if every deviceneeded authenitation.

The only informatiorthat can be used by a user / administrator is the username or email adtirassan be retrieved from the
device.For security reasong,is not possible to aass the entered username
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Device based security using smart card systems with AutoStore

A more effective way of securing devicetisise smart carder finger print reading. In these case&utoStore can be integrated
usingthe following methods:

A Device security manageiThis is the easiest way if supported by the device platform. In this case the device handles the
security between the reader and smartcard system and provides the username to AutoStore.

A Server side integrationin this scenaricAutoStore will exchange tokens in the background and link them to incoming scan
jobs. This server side integration needs to be build together with the vendor of the authentication system and might have
certain pitfalls, since it is very time critical.

The advantage o smart card system ihat they can lock the entire MFD and not just the AutoStapelication
Device communication security

By default AutoStore uses unencrypted communication with connected clients. Beisaigseencrypted communicabn causes
more network traffic and is not always needsiticecompanies usually secure their network by using physical methods. If it is
necessaryencryption can be enabled on most deviessngthe corresponding chechkox in the preferences tab of th@mponent.

In addition to theAutoStore method, its alsopossible to use VPN connections between various end points and the server using VPN
applications. This method provides higher encryption then AutoStore beesuseAutoStore usesnly 128bit enayption based
upon a private certificate (stronger encryption can be build into the system as part of a project).

File security on the AutoStore server

1'a 2dzif AYSR A yFleODIKSNIOKA 23 E N2 B[ 12dak 2 { G2 NB ¢ ( HpBcessibggddcBmentsizBhBse D NA 2
folders contain the file and index information in an unencrypted format, therefore security needs to be provided by thingpera
system or the environment the server is acting in.

After processing, files are deleted (if noth else is configured) using normal Windows methods. There are no additional overwrite

techniques to make sure files are not recreateable, therefore before using AutoStore for another purpose the hard didteshould
erased with a toothat overwritesthe hard disk multiple time.

QLUSTERING ANDADBALANCING USINGBUTCBIORE

When doing large scale deployments it is important to deliver a bullet proof solution in the area of document captureorutoSt
does support those scenariegth clustering and loathalancing.

Clustering AutoStore

Clustering is usually used when it is necessary to provide a highly available gateway for all captured documents. AyipSittse s
clustering using two methods:

A Windows Cluster Services
A IP Load Balancif@lustering

Windows Cluster Services

Thetypical way toclusterAutoStore iy using a 2 node Windows cluster, which is running an Active/Passive indtiés scenario,
one server is active and will communicate with the connected devices, providing menus/formpsoaedses documents.
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AutoStore
Active Node

-
/ S T
-~ Cluster Resource v

s
T~ SAN / NAS ///’

S~ - EDM System

AutoStore
Passive Node

Both servers will share the same configuration file and the same cluster resource. If the active node is down, the skcakesio
over usinghe Windows cluster managesSince clients such as dessalo connect to an IP address or network name, they will
recognize that they are connected to another server. This is also due to the fact that AutoStore is running in a statidess mo
meaning that menus/forms are provided without any reference to thevee but only a reference to the procesself. This feature
is applicable providinthat both machines share the same configuration and the same menu IDs.

The only problenthat can occuisif a documenthat iscurrently being processed (e.g. with Q@Rnotfinished In this case, the
document willremain in the work folderTheadministrator willthen haveto move the document into the corresponding inbox again
and it will befurther processed.

IP Load Balancing/Clustering

Another method of creating a redundant configuration is to place arB&ancer between the AutoStore servers and the client. In

this scenaripti KS ! dzii2 { 6 2 NB & SNIIS NJ Aréhitebtdgi A WK AR Y Sk iyl NIKR Gb 2 & €A y Bz 2 { (
independentof each otherand the load balaneroutes menu requess, database queries or documerftem a random mode to an

available node.

AutoStore AutoStore AutoStore AutoStore

\ \ -

g

EDM System

—

NSi Europe GmbH, GelwahtStr.21, 35619 Braunfels, Germany
Phone +49(0)6442/95 33 &1 Fax +49(0)6442/95 33 -200
salesemea@nals.com, WWw.Nsius.com



Enterprise Deployment Whitepaper

The advantage of this scenaridtiss very scalable and very powerful as a device broker. The downside of fhiK I NB b2 (G KA y 3

I NOKAGSOGdzNBe Aazx GKIFG AdG Aa isholiR mairdy bé uséd @ HevigetodheiSsceharidR @it dzy Sy (i
slave processing server in the baakd orwhenonly very limited processing is needed.

Balancing load irAutoStore

Based on its process layout AutoStore provides unlimited scalability over:

A One machine with multiple CPUs (cores)
A Multiple machines

To take advantage of the load balancing features, processes in AutoStore need to be staged as outlined.iytieA RS ! dzii 2 { G 2 N

Sectioné hy OS I LINRPOS&& A& aidl3aSR Al OF y miieymarhimeésii A LI S GAYSa 2y 2

Thefollowing sample shows the processing of documents in a staged scenario. In this sample the load could be handled on 4
machines with 3 CPU cores being used.

AutoStore AutoStore AutoStore AutoStore
Node 1 Node 2 Node 3 Node 4

Barcode
Recognition
Barcode
Recognition
Barcode
Recognition

Ny ¥

EDM System

A The first machine is providing menus/forms and creating knowledge packabgstask is not too CPU intense, but if e.g.
1000 devices are connected, it should be sourced to one machine

The second node is handling all barcode recognition

The third node is doing OCR

The forth node is routing the document into the repository

> > >

Configuratiorwise, a node will hold the same process three timesmport documents from a folder where the priprocess is
dropping documents intoAfter the job is complete, the document will be moved to the inbox of the next process, until all processing
is complete.

This method also has the advantage that a document can be recovered at any giveqssaggfor example prior barcode
recognition or OCR.

Clustering and load balancing combination
For very large deploymesithe combination of an active/passive cluster and a massive procefssimgsthe right choice. The

device broker will be responsiblerfall device communication and the Processing Clustdy for processing. Using this method,
AutoStore can handle almost uniited loads.
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MONITORINAUTCBIORE PROCESSES ARRYERS

When running AutoStore indger deployments it ismportant to know what is happening on the system. AutoStore provides various
functions to make sure users and administrators are informed what is going on in the system.

Status Monitor

The first component an administrator can usefitad out what is happening on the system is the AutoStore Status Monitor. This
component connects to one or many servers and displays all current events. Therefore this tool is mainly used for real time
monitoringof what is going on the system.

Logs

AuoStore is creating log files when processing documents. These log files are created per processsaatiche stamp tshow all
events on that serverBasedon thoselogs it is possible to find out what happened at the server at any given time.

The Ig files can also easily be parsed with a parser like it is provided in tools like IBM Tivoli, HP OpenView, etc. so problems ¢
be reported in these systems too.

Workflow Tracker/ DTTR

The Workflow Tracker component can be placed into any preaéssing to route information from this process (uset, time, date,
index information etc.) into databasds.is also possible to track information about the documents, like PDF (YES/NO), Tiff
resolution, pagesni conjunction with the Active Workflow ér component

The recommended tool for running reports is the NSi DTTR system, which is a reportihgttabbwsadministratorsto run reports
on the information captured by Workflow Tracker. DTTR also adds additional securityamasignitor who scanned which
document at which timgand which information was entered.
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