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INTRODUCTION 
  

More and more, especially in larger enterprises, distributed capture is becoming an important part of document management. And, 

as multifunctional devices of all brands expand their capabilities beyond copying and printing, distributed capture is now attainable 

for more businesses.     

  

b{ƛΩǎ AutoStore integrates those turbo-charged multifunction devices into a business process that allows for distributed capture. 

Using the AutoStore framework, documents can be captured from devices, scanners, desktops and servers; processed centrally, and 

then routed into many different EDM solutions. 
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Installation, Packaging & Hardware Requirements 
 

AutoStore Packaging  
The server installation carries all the needed modules for deploying the system, like the AutoStore service module for capture, 

process and route, and the process designer and status monitor. 

  

All processes in AutoStore consist of the following layout: 

  

Á Capture: Obtains documents, files and control devices 

Á Process: Recognition, image management, conversion 

Á Route: Stores the documents into the desired repository 

  

The configuration is done completely in a graphical workflow designer, which eliminates the need for scripting, and creates new 

processes quickly.  

  

The Status Monitor allows the administrator to view the current state of the processes on the running AutoStore server.  In the case 

of an error, notifications can be sent to the end user or an administrator using SMTP emails. 

 

Supported Operating Systems 
The AutoStore server is a multithreaded Windows server system running on the Windows platform. Currently, AutoStore  supports:  

 

Windows 2000 Professional / Server SP4 

Windows XP SP2 32-bit 

Windows 2003 Server SP1 32-bit 

 

Until AutoStore 5.0 is released the following operating systems are not supported: 

 

Windows XP 64-bit 

Windows Vista 32-bit & 64-bit 

Windows 2003 Server 64-bit 

Windows 2008 Server 32-bit & 64-bit 

 

Hardware Requirements 
The hardware requirements of AutoStore are mainly based upon the tasks that are performed on the system. If AutoStore is just 

used to capture documents from one folder to store them into another, then the hardware could be simple desktop PC, since those 

tasks do not consume much CPU or memory. If a large number of documents are processed with image management (e.g. 

deskewed, despeckling, back ground dropping), or OCR and conversion into PDF, then a multifunction device with multiple 

capabilities is better suited.   

 

The best way to find the right hardware is to run benchmarks with the documents and to make an estimate from them prior to a 

deployment since the quality of images has a massive impact on the processing speed per page. A document in good quality with just 

text might take 1 second for processing, while a document in poor quality (e.g. recycled paper with textures on lists), and a complex 

structure such as tables etc. can take up to 20 to 30 seconds per page. (Those values are derived from a fast system and could be 

longer on slower hardware.) 

 

CPU 

AutoStore is a CPU intense application! Services such as OCR, image management and uploads to certain document management 

applications cause heavy burdens on the CPU(s) of a system running AutoStore. Therefore a fast CPU is very important for fast 

document processing. Beside the pure speed of the CPU, a larger 2
nd

 level cache also has an impact on the performance, especially 

when running OCR jobs. AutoStore is a multithreaded system so it does support multiple CPUs (physical or cores) on one machine, 

but the processes in AutoStore have to be designed to take advantage of those available CPUs. 

 

Memory 

RAM is used by AutoStore while processing documents. An idle AutoStore server, which is not processing any documents, will not 

consume much memory and will not cause load. This does change immediately when documents are sent into processes using OCR 

or image management, as those documents will be decompressed within the memory and can become quite big.  
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Documents of 500+ and of bad quality can consume over 1 GB for one job in memory. If there are other parallel processes also 

providing OCR or image management services, AutoStore wil use about 1 GB per process. If there is not enough memory available, 

the operating system will start swapping causing processing speed to go down.  

 

Besides using memory while processing documents, AutoStore also uses RAM when communicating with MFPs or other connected 

devices. While a single object e.g. a menu, is not that big, large configurations or a large number of connected devices can consume a 

significant amount of space.  

 

Hard Disks 

AutoStore server systems do not store data for a long time. Therefore a server only needs the space to handle the documents that 

are captured and being processed. After that, the documents are released to an EDM system, and space is freed. The use of a RAID 

system is recommended, and  RAID1 should be sufficient for the system. 

 

 

Hardware Recommendations 

 

 Small Medium Large 

CPU Single Desktop CPU  

2 Ghz. or more 

XEON or Opteron CPU 

2 MB or more 2
nd

 level cache 

1 or 2 CPUs / cores 

XEON or Opteron CPU 

2 MB or more 2
nd

 level cache 

Multiple CPU or Cores 

RAM 1 GB 2 to 4 GB 4 GB or more 

HDD 5 GB 10 GB 50 GB 

Network 100 Mbit 100 Mbit / 1 GBit 1 Gbit 

Use Small Branch Office Small to medium branch office 

MFP Hub server 

Single Enterprise Server 

Processing slave 

 

 

 

Virtualization 
From the beginning, AutoStore supported virtualization deployments. This means that the AutoStore host was not running directly 

on physical hardware, but on a host running a virtual machine e.g. on VMware or Microsoft Virtual Server. The VM runs AutoStore 

like a normally installed operating system, and the TCP/IP communication can happen without any interruption.  

 

While there are no limitations from an operating system perspective, the administrator has to make sure that the AutoStore server 

does not overload the host that is running the virtual machines. AutoStore uses quite a lot CPU time and memory when it comes to 

image enhancements or OCR jobs. Therefore a heavily used AutoStore server might have an impact on other VMs running on the 

same host. 
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INSIDE AUTOSTORE 
 

This chapter will provide insight into the methods AutoStore uses to communicate internally (inter process communication) and 

externally (Client ς Server and Server ς Server). This is the key part to understanding how to distribute loads over multiple CPUs and 

server systems, and also how to build a stable environment for high loads. 

 

Processes in AutoStore 
By default AutoStore processes all documents using a FIFO (First In First Out) schema ς first in first out. This means, that documents 

are received all the time (e.g. from MFDs), but processed one after the other just as they arrive. This schema is also true when it 

comes to the processing itself, as all processes are running in a clear linear mode. 

 

The screenshot below shows a standard process: 

 

 
 

Documents are captured using the AutoCapture component, then a barcode is read, the documents are h/wΩŜŘ ŀƴŘ Ŧƛƴŀƭƭȅ ǎǘƻǊŜŘ 

into a folder.  

 

While from a process design perspective, this is very easy to be setup, there are some shortcomings when doing larger deployments: 

 

Á One large document can cause delays for all following processes (the process acts like a tube) 

Á After a server restart, documents might not be processed to a wrong process ID coming from not up-to-date devices 

Á A single process will not be able to take advantage of multiple CPUs or other load distribution methods 

Á Recovery of documents within a certain stage is not possible ς a failed document will need to run through the entire 

process 

 

Therefore, in enterprise deployments a process like the one above should be used in stages. Through this staging, you can separate 

each part of the process and as a result error-handling and load distribution becomes very simple. 

 

 

Staging a process using Knowledge Packages 
 

The above process can be split so that each processing stage becomes a single process. All these single processes can run on one 

server in one configuration (CFG-file), but they can also be distributed to other servers ς like, one for OCR, one for Barcode 

recognition etc. 

 

The capture process 

 
 

The barcode recognition process 

 
 

The OCR process 

 
 

The route process 

 
 

The communication between these stages happens through the AutoStore knowledge packages (KP). A knowledge package is 

nothing more than an XML file containing the indexing information and the image or a reference to it.  
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The components that are used to generate those files are: 

 

Á Knowledge Package Builder - Creates knowledge packages 

Á Knowledge Package Loader - Imports knowledge package and makes information available for components that follow 

 

The advantage to using those components is that within those KPs not only can indexing information be transported, but also parts 

of the configuration ς like the name of a database, document types, settings for processing components, such as OCR etc.  

 

Images or other documents that got captured into an AutoStore process can be handled using the following methods. 

 

Á Embedding them into the Knowledge Package - The image is part of the XML file and therefore only one file needs to be 

processed. This is very handy when sending files in a WAN (wide area network), but it also has one big downside, which is 

that the encoding of the image into the XML file will take time and it might cause issues if the image is larger than 50 MB. 

 

Á Referencing to the image: In this scenario the Knowledge Package Builder will generate the KP, which contains references 

to the captured documents/images. The advantage of this is faster processing, but as a downside more than one file which 

needs to be routed over the network (which is usually only a problem in WAN infrastructures where SMB cannot be used ς 

not local server to server communication) 

 

Based on the above, the following advantages are: 

 

Á Documents can be easily recovered after a failure, as every process has its own error handling 

Á If e.g. the barcode or OCR process are created more than once, they can use more than one CPU ς therefore a large 

document might stall one OCR process, but all other documents can bypass on one of the other processes 

Á This bypassing method is also useful for massive processing, as certain processes can run on certain servers ς so OCR can 

be done on a very powerful or dedicated machine, while capture and route happens on a slower machine 

 

 

Local file operations on an AutoStore server 
 

When documents are processed on an AutoStore server, files are handled within the file system of the machine. Usually AutoStore 
will use the following folders: 
 
Work folders of the capture component 
These folders are configured within each capture component of AutoStore: 
 

Á Root work folder of the component, e.g. c:\AC (if AutoCapture is used) 
Á Work folder, this folder holds the files while they are processed 
Á Temp folder, this folder holds the files while they are received from the client 
Á Reject folder, this folder holds files if a process failed (e.g. the document could not be uploaded to the repository) 
Á Success folder, this folder holds files after they got successfully processed for further use 

 
Each of these folders can be changed to point to different places, even on remote sites that are used when running a Windows 
cluster. If these work folders remain on an external system, they have to be referenced using an UNC path:  \ \server\share\ folder\  
and the AutoStore server has to run using an account having access to these folders. 
 
Temp folders of the system 
While the work folders of the capture (blocking component) are used while handling the files within AutoStore, the temp folders of 
the operating system are also used for image management, OCR or other recognition tasks. Those folders can be designed by setting 
ǘƘŜƳ ǿƛǘƘƛƴ ǘƘŜ ²ƛƴŘƻǿǎ ǎȅǎǘŜƳ ǎŜǘǘƛƴƎǎ ƻǊ ǳǎƛƴƎ ǘƘŜ ά!{ψ¢ŜƳǇέ ǾŀǊƛŀōƭŜΣ ǿƘƛŎƘ ŀƭƭƻǿǎ ǘƘŜ ǊŜŘƛǊŜŎǘƛƻƴ ƻŦ ŘƻŎǳƳŜƴǘǎ ŘǳǊƛƴƎ h/w 
processing to certain folders. 
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COMMUNICATION OF THE AUTOSTORE SERVER SYSTEM 
  

Since AutoStore was designed to do decentralized capture, the server system uses the TCP/IP protocol to communicate with clients 

and to receive files. Therefore AutoStore is very flexible when it comes to operating in all areas -  a stable TCP/IP network will 

guarantee stable operation of the AutoStore server. 

 

Client / Server communication 
 

AutoStore always uses client/server methods when working with devices such as MFPs or other clients like AutoCapture. In these 

scenarios the AutoStore server provides the configuration to the clients. The clients then display the menus for indexing and send 

back the image and indexing information to the server system for further processing.  

 

This web services-driven communication allows for central managementΦ LǘΩǎ flexible because the real intelligence ƛǎ άǎƛǘǘƛƴƎέ ƻƴ ǘƘŜ 

server. 

 

MFD Device

Menu Request

Active Directory

Authentication Request

Autostore

Authentication Response
Username /  Email Address

NSI Autostore

Client

Menu Response

Image + DATA transport 

High level overview on the communcation methods

Backend System

Response with data

Request for data

 
 

Using TCP/IP requires communication on a number of ports. While most of the AutoStore capture components are known and can 

be changed, they may also need to open ports for routing documents into repositories ς like an EDM system. Those ports must be 

requested with the vendor of those applications. 

 

Ports in AutoStore can be changed in the preference tab of the component but they also need to be updated in the client component 

to match the server port.  

 

It is also possible to use bandwidth management in the network by e.g. throttling the used port of AutoStore so that the AutoStore 

system does not overload the network. This can also happen via dynamic methods based on QOS (Quality of Services). 

 

Encryption can be activated in components that support it (this then completes communication between the server and the client 

that was encrypted). Or, the communication on that port can be also be placed into an external VPN tunnel provided by a 3
rd

 party 

application. Of course, the additional traffic needs to be considered when activating encryption, as it might slow down 

communication. 

 

Communication with 3rd party systems 
 
You can link MFDs or other capture components through AutoStore into 3

rd
 party systems such as databases used for ERP, CRM, etc. 

Those lookup features are provided by the AutoStore server while being triggered by the device itself. The advantage is that the 
device uses only their normal communication with AutoStore and all queries are run by the server. Therefore the communication can 
be run much faster and also  more securely, since all accesses are performed locally from the AutoStore to the 3

rd
 party application. 
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Server / Server communication 
 

In addition to the client / server communication it is also possible to have servers communicating with each other. This is used in the 

following scenarios: 

 

Á Branch office to Head Office communication: To make sure the network does not get overloaded, documents are scanned 

in a branch office, and a local server provides Send to Folder functionality to send certain documents overnight. 

 

Local AutoStore Server
EDM SystemHQ AutoStore Server

Push / Pull 

communication

 
In these scenarios, FTP is usually used to route documents over the network, as FTP provides a stable and secure way to 

send documents. Also, the capture and route component for FTP in AutoStore allows for granular configuration of 

parameters to make sure the network does not get overloaded. 

 

 

 

Á Cluster server communication: This is used mainly in load balancing scenarios, where documents are processed on 

multiple servers. 

 

Device Broker

Processing Server Processing Server

Processing Server Processing Server

EDM System

Central Filesystem SAN/NAS

Holding Knowledge Packages

 
 

When using Server / Server communication in a local network, the data will be held as Knowledge Packages on a central 

repository such as a NAS / SAN. All servers that use this information will access this central place via SMB. 

  

Server / Server communication will be discussed in detail in the load balancing chapter. 
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Ports being used by AutoStore 
 

Component Port(s) Comment Changeable 

AutoStore Status 

Monitor 

1505 TCP AutoStore creates one port for each running AutoStore service 

(SMARTicket) 

NO 

AutoCapture 8085 TCP  YES 

Canon 8787 TCP  YES 

HP Digital Sender 9100c xxx Depending on the HP Digital Sender Service/Link NO 

EFI SendMe 8686 TCP  YES 

Fujitsu 3255 TCP  YES 

HP MFP/Digital Sender 3233 TCP  YES 

IKON DocSend 8686 TCP  YES 

Kodak ScanStation 8787 TCP  YES 

Kyocera MFD 37169 TCP  YES 

HP 9055/9065 MFP 3434 TCP  YES 

HP 4100/9000 MFP 3232 TCP 25 TCP is also needed for receiving files Partly 

POP3 Email 110 TCP  NO 

QuickCapture 

Touch/Desktop 

8088 TCP  YES 

Ricoh GlobalScan 3636 TCP  YES 

Ricoh GlobalScan 2.x 3236 TCP  YES 

Ricoh SDKJ1 8085 TCP  YES 

Ricoh SDKJ2 8084 TCP  YES 

Sharp xxx 21 TCP for data transfer NO 

Sharp OSA  80 TCP is needed for displaying menus, 21 TCP (FTP), 139&445 TCP 

(SMB) are needed for retrieving files 

YES 

SMTP Capture 25 TCP  YES 

Xerox CentreConnect 

(EIP) 

3241 TCP 80 TCP is needed for displaying menus, 21 TCP (FTP), 139&445 TCP 

(SMB) are needed for retrieving files 

YES 

Xerox WorkCentre xxx 21 TCP (FTP), 139&445 TCP (SMB) are needed for retrieving files ς 161 

UDP for SMNP configuration 

YES 

 

 
 

SECURITY CONSIDERATIONS WHEN USING AUTOSTORE 
 
Security plays an important role, especially when working in decentralized environments. AutoStore provides various methods to 
ensure secure processing of documents and tracking of jobs within the system. 
 
 

Device based security using AutoStore 
 
Depending on where the MFDs are being used, security might be an important consideration. AutoStore lets you enable 
authentication on most MFDs, and authenticate users against Active Directory, NTLM, Novell or other systems using scripts. Those 
authentication methods are mainly username / password based, and while being not as easily used in smart card systems, they are 
delivered for free with every component. 
 
Once a user is authenticated, he can use the device, and the AutoStore server can use those credentials for further processing, such 
as storing who-scanned-which-document-when, or retrieving things like a user home directory from the LDAP directory. 
 
When using this method all queries are run by the AutoStore server, which means that security cannot be compromised as easily as 
if every device needed authentication.  
 
The only information that can be used by a user / administrator is the username or email address that can be retrieved from the 
device. For security reasons, it is not possible to access the entered username. 
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Device based security using smart card systems with AutoStore 
 
 A more effective way of securing devices is to use smart cards or finger print reading. In these cases, AutoStore can be integrated 
using the following methods: 
 

Á Device security manager: This is the easiest way if supported by the device platform. In this case the device handles the 
security between the reader and smartcard system and provides the username to AutoStore.  

Á Server side integration: In this scenario, AutoStore will exchange tokens in the background and link them to incoming scan 
jobs. This server side integration needs to be build together with the vendor of the authentication system and might have 
certain pitfalls, since it is very time critical. 

 
The advantage of a smart card system is that they can lock the entire MFD and not just the AutoStore application. 
 

Device communication security 
 
By default AutoStore uses unencrypted communication with connected clients. This is because encrypted communication causes 
more network traffic and is not always needed since companies usually secure their network by using physical methods. If it is 
necessary, encryption can be enabled on most devices using the corresponding check-box in the preferences tab of the component.  
 
In addition to the AutoStore method, it is also possible to use VPN connections between various end points and the server using VPN 
applications. This method provides higher encryption then AutoStore does because AutoStore uses only 128-bit encryption based 
upon a private certificate (stronger encryption can be build into the system as part of a project). 
 
 

File security on the AutoStore server 
 
!ǎ ƻǳǘƭƛƴŜŘ ƛƴ ǘƘŜ ŎƘŀǇǘŜǊ ά[ƻŎŀƭ File OǇŜǊŀǘƛƻƴǎ ƻŦ !ǳǘƻ{ǘƻǊŜέ ǘƘŜ ǎȅǎǘŜƳ ǳǎŜǎ ǾŀǊƛƻǳǎ ŦƻƭŘŜǊǎ ǿƘƛƭŜ processing documents. Those 
folders contain the file and index information in an unencrypted format, therefore security needs to be provided by the operating 
system or the environment the server is acting in.  
 
After processing, files are deleted (if nothing else is configured) using normal Windows methods. There are no additional overwrite 
techniques to make sure files are not recreateable, therefore before using AutoStore for another purpose the hard disk should be 
erased with a tool that overwrites the hard disk multiple times. 
 

CLUSTERING AND LOAD BALANCING USING AUTOSTORE 
 
When doing large scale deployments it is important to deliver a bullet proof solution in the area of document capture. AutoStore 
does support those scenarios with clustering and load balancing. 
 
 

Clustering AutoStore 
 
Clustering is usually used when it is necessary to provide a highly available gateway for all captured documents. AutoStore supports 
clustering using two methods: 
 

Á Windows Cluster Services 
Á IP Load Balancing/Clustering 

 
 
 
Windows Cluster Services 
 
The typical way to cluster AutoStore is by using a 2 node Windows cluster, which is running an Active/Passive mode. In this scenario, 
one server is active and will communicate with the connected devices, providing menus/forms and processes documents.  
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AutoStore

Active Node

AutoStore

Passive Node

Cluster Resource

SAN / NAS
EDM System

 
 
Both servers will share the same configuration file and the same cluster resource.  If the active node is down, the second node takes 
over using the Windows cluster manager.  Since clients such as devices do connect to an IP address or network name, they will 
recognize that they are connected to another server. This is also due to the fact that AutoStore is running in a stateless mode, 
meaning that menus/forms are provided without any reference to the server, but only a reference to the process itself. This feature 
is applicable providing that both machines share the same configuration and the same menu IDs. 
 
The only problem that can occur is if a document that is currently being processed (e.g. with OCR) is not finished. In this case, the 
document will remain in the work folder. The administrator will then have to move the document into the corresponding inbox again 
and it will be further processed. 
 
 
IP Load Balancing/Clustering 

Another method of creating a redundant configuration is to place an IP-Balancer between the AutoStore servers and the client. In 
this scenario, ǘƘŜ !ǳǘƻ{ǘƻǊŜ ǎŜǊǾŜǊ ƛǎ ŀŎǘƛƴƎ ƛƴ ŀ ά{ƘŀǊŜŘ bƻǘƘƛƴƎ Architecture,έ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ŀƭƭ !ǳǘƻ{ǘƻǊŜ ƴƻŘŜǎ ŀŎǘ 
independent of each other, and the load balance routes menu requests, database queries or documents from a random mode to an 
available node.  

AutoStore AutoStore AutoStore AutoStore

EDM System
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The advantage of this scenario is it is very scalable and very powerful as a device broker. The downside of this ά{ƘŀǊŜ bƻǘƘƛƴƎ 
!ǊŎƘƛǘŜŎǘǳǊŜέ ƛǎΣ ǘƘŀǘ ƛǘ ƛǎ ƘŀǊŘ ǘƻ ǘǊŀŎŜ ǿƘŜǊŜ ŀ ŘƻŎǳƳŜƴǘ ƛǎΦ ¢ƘŜǊŜŦƻǊŜ it should mainly be used in device broker scenario, with a 
slave processing server in the back-end or when only very limited processing is needed. 
 
 

Balancing load in AutoStore 
 
Based on its process layout AutoStore provides unlimited scalability  over: 
 

Á One machine with multiple CPUs (cores) 
Á Multiple machines 

 
To take advantage of the load balancing features, processes in AutoStore need to be staged as outlined in the άLƴǎƛŘŜ !ǳǘƻ{ǘƻǊŜ 
Section.έ hƴŎŜ ŀ ǇǊƻŎŜǎǎ ƛǎ ǎǘŀƎŜŘ ƛǘ Ŏŀƴ Ǌǳƴ ƳǳƭǘƛǇƭŜ ǘƛƳŜǎ ƻƴ ƻƴŜ ǎƛƴƎƭŜ ƘŀǊŘǿŀǊŜ ƻǊ ƻƴ multiple machines.  
 
 
The following sample shows the processing of documents in a staged scenario. In this sample the load could be handled on 4 

machines with 3 CPU cores being used. 

 

Barcode

Recognition

Barcode

Recognition

OCR

OCR

OCR

Route

Route

RouteC
a

p
tu
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Á The first machine is providing menus/forms and creating knowledge packages ς this task is not too CPU intense, but if e.g. 
1000 devices are connected, it should be sourced to one machine 

Á The second node is handling all barcode recognition 
Á The third node is doing OCR 
Á The forth node is routing the document into the repository 

 
 
Configuration-wise, a node will hold the same process three times to import documents from a folder where the prior process is 
dropping documents into. After the job is complete, the document will be moved to the inbox of the next process, until all processing 
is complete. 
 
This method also has the advantage that a document can be recovered at any given stage ς using, for example, prior barcode 
recognition or OCR. 
 
 

Clustering and load balancing combination 
 
For very large deployments, the combination of an active/passive cluster and a massive processing farm is the right choice. The 
device broker will be responsible for all device communication and the Processing Cluster, only for processing. Using this method, 
AutoStore can handle almost unlimited loads. 
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MONITORING AUTOSTORE PROCESSES AND SERVERS 
 
When running AutoStore in larger deployments it is important to know what is happening on the system. AutoStore provides various 
functions to make sure users and administrators are informed what is going on in the system. 
 
 

Status Monitor 
 
The first component an administrator can use to find out what is happening on the system is the AutoStore Status Monitor. This 
component connects to one or many servers and displays all current events. Therefore this tool is mainly used for real time 
monitoring of what is going on the system. 
 
 

Logs 
 
AutoStore is creating log files when processing documents. These log files are created per process and use a time stamp to show all 
events on that server.  Based on those logs, it is possible to find out what happened at the server at any given time.  
The log files can also easily be parsed with a parser like it is provided in tools like IBM Tivoli, HP OpenView, etc. so problems can also 
be reported in these systems too.  
 
 

Workflow Tracker / DTTR 
 
The Workflow Tracker component can be placed into any process allowing to route information from this process (user, time, date, 
index information etc.) into databases. It is also possible to track information about the documents, like PDF (YES/NO), Tiff 
resolution, pages, in conjunction with the Active Workflow Driver component.  
  
The recommended tool for running reports is the NSi DTTR system, which is a reporting tool that allows administrators to run reports 
on the information captured by Workflow Tracker. DTTR also adds additional security, as it can monitor who scanned which 
document at which time, and which information was entered. 
 


